Table of Contents

Preface ......

Chapter 1:
Chapter 2:
Chapter 3:
Chapter 4:

Chapter 5:
Chapter 6:
Chapter 7:
Chapter 8:
Chapter 9:
Chapter 10:
Chapter 11:
Appendix I:

Appendix II:
Glossary......

........................................................................... i
Introduction and Basics .........cooveemviiiriiiniieeeeennnn. 1
SAP Security - General Concepts.......ccueevveeennnnneens 13
USEr SECUFILY ..evvniiiriiiriren s i en e 23
Authorization Objects, Profiles and Roles
Management ..o 35
SUIM — User Information System ..........cccccceeeee. 43
Profile Parameters. ..o 57
CAAT and Security Audit.........ccoviiiiiiiiiiieieieees 61
GRC - Governance, Risk and Compliance............... 67
Important OSS Security Notes .........cccvvveviiinnnnns 73
SAP Security REPOMS .....ccvviiiviiiiiiiii e 75
Other SAP Security ASPectS ......cc.eevvererniirerennneaes 77
Important T-Codes for SAP Security ..........oeeeennnnn. 87
Important Tables involved in SAP Security............ 89
......................................................................... 91

QUESEION TNAEX ceuiieiiii i 95





